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Abstract—Security in virtualised environments is becoming
increasingly important for institutions, not only for a firm’s
own on-site servers and network but also for data and sites
that are hosted in the cloud. Today, security is either handled
globally by the cloud provider, or each customer needs to
invest in its own security infrastructure. This paper proposes a
Virtual Security Operation Center (VSOC) that allows to collect,
analyse and visualize security related data from multiple sources.
For instance, a user can forward log data from its firewalls,
applications and routers in order to check for anomalies and
other suspicious activities. The security analytics provided by the
VSOC are comparable to those of commercial security incident
and event management (SIEM) solutions, but are deployed as
a cloud-based solution with the additional benefit of using big
data processing tools to handle large volumes of data. This allows
us to detect more complex attacks that cannot be detected with
todays signature-based (i.e. rules) SIEM solutions.

I. INTRODUCTION

Securing IT infrastructures is one of the most challenging
aspects for cloud operators nowadays. While traditional net-
works usually had a limited number of servers and hosts that
could be secured by respective security devices (e.g. firewall),
the new trend of cloud computing has increased the number
of virtualised hosts tremendously and thus makes it even more
difficult to adapt to the required level of security. At the
same time, large numbers of log files produced by the various
entities need to be processed in order to detect malicious
activities near real-time.

In order to assure security monitoring and mitigation, a
Security Operating Center (SOC) is a dedicated entity that is
used by cloud operators for this purpose. Moreover, it includes
not only the technical means but also the required personal
and administrative aspects that are needed to thwart attacks
successfully. In order to monitor the ICT infrastructure itself,
Security Information and Event Management (SIEM) solutions
are deployed that include the following features: 1) Import and
parsing of various log sources and formats, 2) Signature-based
detection of events by using customised rule sets, 3) Creation
of reports and visualisation of data for the security officers.

While traditional SIEM solutions are expensive and limited
by its configuration capabilities, we propose a Virtualised SOC
(VSOC) that is based on open source software and is operated
in a cloud infrastructure. It allows the integration of various
type of log sources, and the parsing of different log entries

which are then forwarded and stored in a distributed streaming
platform. This includes a messaging bus that streams data
based on a publisher and subscriber model, and allows various
modules to receive data for further processing. We developed
our solution based on the Kappa [1] architecture paradigm,
allowing real-time processing of events by using a customis-
able set of rules. Moreover, we provide the operator a platform
for large scale data processing, allowing the development of
new algorithms for anomaly detecting, for instance by using
a machine-learning based approach to detect outliers by using
unsupervised learning. We implemented our VSOC solution
by using OpenStack [2] as a cloud environment, since the
latter is highly customisable and used by many IT companies
in operational mode. In order to minimise the effort for a
cloud operator to set up a VSOC instance for a customer, we
used orchestration tools to automate this process. This also
allows for a multi-tenancy mode, which gives the security
cloud provider the capability to monitor multiple customers
by using multiple VSOC instances within a single OpenStack
environment.

The underlying work is the result of a Proof-of-Concept
(PoC) that is based on three years research in the area of high
velocity security data analysis and more specifically IP flow
records (Netflow). For many clients in the ICT industry, due
to legal and market requirements (e.g. PCI DSS, ISO27000,
NIST 800-66, NIST 800-53, FISMA), there is a large interest
in a solution that provides an easy to use service and that is
offering similar capabilities than commercial SIEM solutions.
Our approach achieves this goal by being highly customisable,
and by supporting Big Data workloads while relying on open
source software. We successfully build and tested the VSOC
as a prototype, which is ready for operational usage by cloud
operators.

The paper is structured as follows. In section II, we discuss
the related work for security monitoring in both research and
industry. Section III defines the requirements for a virtualised
SOC, and we describe the architecture of our solution in
section IV. In section V, through the description of a deployed
use case, we illustrate how VSOC can be used for an event
processing task and a more general stream processing job. We
conclude our work in section VI with some final remarks.
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II. RELATED WORK

The challenges of securing a today’s IT infrastructure are
manifold and are becoming even more complicated with new
policies such as ”bring your own device”. The surfaces for
cyber-attacks are becoming larger and the attacks themselves
more sophisticated, often times targeting multiple edges of an
infrastructure at the same time. Current Intrusion Detection
Systems (IDS) and Intrusion Prevention Systems (IPS) are
mostly non-collaborative, which makes them less and less
adequate in front of new threats [3][4]. The demand for a
mature SOC, capable of facing these challenges, is therefore
heavily increased.

In their survey work about Big Data supported security
monitoring in critical infrastructures, Aniello et al. [4] define
three axis a modern full-fledged system has to cover: a) The
appliance must be capable of handling large amounts of data
from different sources; b) the depth of the data analysis, or the
granularity of the data must be adaptable; c) and finally, the
library of known attack scenarios must be extensible to stay
up-to-date and to enable state-of-the-art detection mechanism.
Several academic papers approached the subject of Big Data
monitoring for security purposes. In the remainder of this
section we provide a brief survey and classify the solutions
according to the requirements listed above.

In [5][6] disjunct techniques of security monitoring are
applied on a same massive datasets. In [5] the authors propose
MapReduce [7] mechanics to detect Botnets in large amounts
of Netflow data. In [6] Marchal et al. introduce PhishStorm, a
system for real-time detection for phishing URLs in volumi-
nous datasets. Another related work describes an architecture
performing intrusion detection through the analysis of merged
data sources [8]. The system named Beehive extracts informa-
tion from DHCP servers, VPN connections, logs from Virus
scans and from web proxies, and stores it in a commercial
SIEM solution. A well defined set of features is extracted from
the merged data, and is clustered prior to the proper anomaly
detection. To handle large amounts of data, Beehive relies on
data specific reduction methods. Previous work carried out
in our group resulted in a Big Data architecture for large
scale security monitoring [9]. It allows to render real-time
decisions by combining insights from logged DNS requests,
HTTP requests, accesses to honeypots and Netflow data. Our
appliance, in contrast to Beehive, is build on top of open
source distributed file storages which improves the scalability.
Nevertheless, neither of the previous systems satisfies the
requirements from [4]. Despite being scalable for the handling
of growing amounts of data, the adjustment of other system
aspects is cumbersome. For instance, extending the systems to
monitor additional data sources or compute aggregations and
apply anomaly detection methods beyond the initial scope can
only be achieved with significant development efforts. Also,
to support adaptable data granularity it must be possible to
seamlessly add and remove monitored data sources. Likewise,
to maintain an evolving dictionary of attack patterns knowl-
edge must be extracted from historical data. In this work we

introduce VSOC, a system designed to address the challenges
described in this section.

With regards to commercial SIEM solutions, the most
prominent representatives are IBM QRadar, HP ArcSight and
Splunk Enterprise [10]. IBM QRadar includes event process-
ing based on signatures, but adds other modules such as deep
packet inspection and vulnerability scanners which makes it
more specific to network security requirements. HP ArcSight
can be considered as a classical SIEM solution with a focus
on event correlation, and is highly customisable with regards
to type of log sources, rules and reports. Moreover, it provides
some work flow capabilities which include a ticketing system
to support the security experts. Splunk is focussing on log
management, and has a powerful search engine but only basic
correlation capabilities. The pricing of the commercial SIEM
solution is either based on the number of events per second
(EPS), the number of log sources per day, or the size of
data indexed per day. Since the number of events can grow
rapidly in larger networks, our solution is less expensive
when compared to commercial SIEM solutions since it has no
license restrictions towards the number of processed events or
log sources.

III. REQUIREMENTS

In this section we define the requirements a modern Security
Operating Center (SOC) needs to fulfill. We mainly iterate
over the requirements defined in [4], outlined in the previous
section, and we extend the former with regards to a virtualised
cloud solution.

Multi-modal log sources — Current ICT infrastructures
consists of a large variety of devices, for instance routers,
firewalls, IDS appliances or software running in virtualised
server environments. In case of an incident, a log entry is
created with detailed information about the event. Our system
needs to be able to import and parse various log sources and
log files.

Big Data processing — Log sources can easily grow to
a large amount of data that needs to be analysed for security
purposes. Our architecture needs to handle such large amounts
of data and needs to distribute it to various consumers. The
granularity of the data and number of consumers needs to be
adaptable for each data source.

Security monitoring — The detection of security incidents
should be realised in two different ways: 1) A signature-
based mode should be able to detect an incident based on
a defined set of rules, which needs to be adapted to the
respective customer and scenario. And 2), a machine learning
based approach should allow the detection of more complex
anomalies, for instance by creating a network profile over time
in order to detect outliers by using unsupervised learning.

Virtualisation — Our system should be operated in a cloud
environment, and might either be operated as a standalone
application or integrated into an already existing cloud archi-
tecture (e.g. Microsoft Azure, OpenStack). This enables the
adaptation to variations in the workload, by adding or remov-
ing resources (e.g. virtual machines (VMs)) automatically, and



so ensure a reliable monitoring process. Moreover, it simplifies
the integration of log sources that are based on applications
that are already running in VMs or containers.

Multi-Tenancy — Our system is focussing on security
service providers, that need to monitor multiple customers in
one single VSOC environment. This requires the separation of
data, a dedicated dashboard and reports for each customer.

IV. ARCHITECTURE

In the following, the requirements enumerated in section
III are projected on a Big Data architecture. The latter must
support large scale batch operations and posses real-time
processing capabilities. Both criteria are rather exclusive for
big data architectures although proposals exist to achieve both.
The two most prevalent are commonly known as the Lambda
[11] and the Kappa [1] architectures.

The assumption behind the two paradigms is that models of
strong consistency are generated by long running batch com-
putations over the full dataset, while fast but less consistent
models are gained by stream processing sliding windows of
data. The Lambda architecture is composed by three layers:
a) a batch layer running the long term computation on the full
sized master dataset; b) a speed layer updating the output of
the batch layer until the model of the next batch layer loop is
available; c) and finally a query layer merging the results from
the query and batch layer for user queries. The typical Lambda
architecture as depicted in [11] relies on Hadoop [7][12] for
the batch layer, Apache Storm [13] for the speed layer, and
on ”off-the-shelf” Relational Database Management Systems
(RDBMS) for the query layer.

The Kappa architecture, instead of storing the master dataset
on the Hadoop Distributed File System (HDFS) persists the
data on Apache Kafka [14], a distributed log aggregator. Kafka
implements a messaging API, hence a stream processor can
consume messages in their chronological order to perform
computations. To generate models from the entire master
dataset it suffices to spawn a second instance of the stream
processing job, which requests all messages stored in Kafka.
To assure that one strongly consistent model is permanently
available, 𝑛 replications of stream analytics process have to
be synchronized accordingly.

For the VSOC project the Kappa Architecture paradigm is
retained as it is more agile, especially in accordance with the
Virtualisation and Multi-Tenancy requirements. VSOC relies
on OpenStack [2] to start virtual containers, each taking a role
from the set of different actors of the Kappa architecture. To
guarantee Multi-Tenancy, several analytics pipelines must be
deployable, and since the Kappa Architecture relinquishes a
full-fledged HDFS installation, the former is leaner in a virtual
environment than the Lambda Architecture. In the remainder
of this section, the implementation details of the VSOC
platform are described from two angles. The environment
comprising the units building a Kappa architecture define
what is called the Tenant Space, whereas the Orchestration
Space designates the management layer on top of the virtual
environments. Said otherwise the Orchestration Space provides

Fig. 1. VSOC Architecture: Tenant Space

the tools to coordinate multiple Tenant Spaces, either manually
or automatically.

A. Tenant Space

All VSOC units deployed in the user space are deployed
on demand or dynamically as OpenStack virtual machines.
For an optimal utilization of bare-metal resources single VMs
feature minimalistic Linux operating systems. Figure 1 shows
a schematic representation of a VSOC Tenant Space. To cover
a maximum amount of potential use cases the VSOC platform
provides two modes: a default mode and an expert mode.

The data integration units called collectors are based on
LogStash [15], a well known data processing utility. In de-
fault mode users can resort to a variety of ”out-of-the-box”
LogStash data parsers, while in expert mode custom made
parsers can be installed as long as they are compliant to the
LogStash format. The utility transforms raw data into events.
Depending on the task’s requirements raw data can be written
to Kafka before being parsed, or should different formats of the
same data be required, it is possible to chain LogStash parsers
and Kafka topics. The sequence of the stream transformation
units in the data pipelines is completely configurable.

On the opposite of Kafka based data transition are the
event processors. Again two modes are available. The default
mode relies on Esper [16], a framework for Complex Event
Processing (CEP) [17] and event correlation. Esper allows
users to define queries to be applied on the stream of incoming
events. The queries are expressed with a declarative CEP query
language (an example is given in section V). A predefined set
of security monitoring relevant queries are packaged in VSOC.
In addition to the possibility to define custom Esper queries,
in expert mode more advanced analysis methods, even proper
stream processing on raw data can be applied, by providing
a custom Spark Streaming [18] application. Both types of
event processors are distributed and run inside a YARN [19]
container, YARN being an all purpose distributed resource
manager included in the Hadoop package.

The output from the event processors is stored in a dis-
tributed indexing engine called ElasticSearch [20]. Elastic-
Search is seamlessly horizontally scalable and provides a



Fig. 2. VSOC Architecture: Orchestration Space

rich user interface for queries and graphical visualizations
of the results from the processing units. To visualise the
data stored in ElasticSearch, Kibana [21] is deployed as the
default visualization utility, although further custom interfaces
can be set up by implementing the REST API exposed by
ElasticSearch.

B. Orchestration Space

In VSOC the process of coordination is managed by the
custom made Orchestration API. The latter can be controlled
via a web interface but also supports automated procedures.
The web application sends requests to the Orchestration API
of the OpenStack installation hosting the working environment
of the tenant. Each request is performed by a specific tenant
and has to be authenticated. Through the same web interface, a
configuration file describing the types of resources to include
within a tenant’s initial stack is generated. The information
contained in this file include details about stream processing
tools (Spark, Esper), the data sources (logs, LogStash configu-
ration, Kafka topics) and the cloud infrastructure (virtual ma-
chines, virtual networks, routers etc.). The configuration files
also describe the set of rules and thresholds under which to
scale the tenant’s resources. For example, it can be defined that
if the CPU utilization of an event processor unit exceeds the
90% mark it has to be replaced by a more powerful one. The
system resources utilization information of each single VM is
obtained through the OpenStack Ceilometer. The Ceilometer
is an OpenStack module providing data collection services
for OpenStack core units. The Ceilometer performance data
is written to a dedicated Kafka cluster from where it is
exploited by our Orchestration API (see figure 2) for decision
making. For the automatic coordination of the Tenant Space
the Orchestration API also takes into account tenant settings,
which are limited to the terms of agreement with the VSOC
operators.

The technical part of the orchestration is managed through
Ansible [22], which is an open source tool for the configura-
tion and management of large clusters of computing devices.
Ansible uses pure SSH and implements an agent-less ”push”

model to manage resources which means that all machines in
the Tenant Space can be managed from one single node: the
Ansible Master. Ansible can manage a cluster in two modes:
via ad-hoc commands or via playbooks. Ad-hoc commands are
simple one-line commands which perform tasks on the target
machine. The initial configuration of the resources within a
VSOC Tenant Space is described using playbooks which can
be managed and modified through the user interface, whereas
scaling events such as the automated deployment of more
powerful resources is done through ad-hoc commands. For the
launch of a Tenant Space, the configuration file build based on
parameters from the web interface is converted to an Ansible
playbook. The latter regroups information about the instances
as for example the instance names, resources (CPU, RAM),
purposes (data collector, data broker, or data processor), but
also the configuration of the hosted applications themselves:
the LogStash data parsing format, the Esper event processing
policies, or the Spark Streaming application. The instantiation
of the requested Tenant Space is then performed by the Ansible
Master by running the playbook (see figure 2).

In the next chapter the functionality of event processing with
VSOC is illustrated with a concrete use case. The resulting
application has been deployed, and is automatically scaled in
accordance with the descriptions provided above.

V. EVENT PROCESSING

An installation of VSOC is running in our lab on a 7
machine cluster allocated as follows: 3 Dell PowerEdge R210
units with 8 2.66 Ghz CPUs and 24 GB RAM host the
Orchestration Space applications, and 4 Dell PowerEdge R430
servers (32 2.39 Ghz CPUs and 96 GB RAM) are dedicated
to Tenant Spaces.

As mentioned in section IV, the possibilities for data
analytics in VSOC are twofold. By uploading a custom Spark
Streaming application virtually every streaming analytics or
machine learning task can be deployed in VSOC. Tenants can
rely on a waste amount of Spark tools as for instance MLlib
[23] for machine learning and GraphX [24] for extensive graph
processing tasks. The second option in VSOC is the usage
of the CEP framework Esper introducing the Event Pattern
Language (EPL), a declarative language for the querying of
event streams in real-time. In a Tenant Space a cluster of
Esper processors is placed across a set of virtual machines
with the help of the YARN resource manager. Esper jobs are
suited best for simple stream processing (filtering, aggregating
streams) and event-based analysis where the goal is to detect
event correlations and create a reaction model based on it. The
advantage of the Esper model over the Spark model is that no
application has to be programmed and tested. EPL queries are
specified at the time of configuration of a Tenant Space and
remain alterable throughout the uptime of the Tenant Space.
VSOC also includes a variety of predefined EPL queries for
well-known security monitoring tasks.

In the upcoming subsection, we illustrate the functionality
of VSOC with Esper event processing by describing how the



monitoring tasks from [9] are reproduced on the more flexible
VSOC platform.

A. Network Monitoring

For network monitoring, our group previously built [9]
four data sources that were further observed: DNS requests,
Netflow records from routers, HTTP requests and accesses
to corporate honeypots. For that purpose the current platform
from [9] employs heterogeneous data storages and therefore
different techniques and tool-sets for the analysis. In order to
monitor the network three scores were derived:

∙ 𝐷𝑜𝑚𝑠𝑐𝑜𝑟𝑒 expresses the maliciousness of a DNS request.
The data is stored in an Apache Cassandra Database [25].

∙ 𝐹𝑙𝑜𝑤𝑠𝑐𝑜𝑟𝑒 assessing the risk of communication using
Netflow: stored as plain Cisco Netflow [26] files.

∙ 𝑊𝑒𝑏𝑠𝑐𝑜𝑟𝑒 to determine the maliciousness of HTTP traf-
fic. HTTP packages are directly forwarded to the event
processors.

The honeypot data is stored in a standard RDBMS. The
heterogeneous nature of the data storage leads to complex
monitoring applications and hinders scalability. The work flow
for the score computations is shown in Figure 3.

Fig. 3. Information flow graph and score computation for the HTTP request
to www.malicious.com (as described in previous work [9]).

On the VSOC platform the same monitoring mechanics
are reproduced as follows. The data from each source is
parsed by LogStash and written to a dedicated Kafka topics in
parallel. It is to be noted that a Kafka topic can be partitioned
over several virtual machines to adapt the throughput to
the data volume. This information can be derived from the
Ceilometer performance data enabling the automatic scaling
of the data brokers. From the Kafka topics the data is read in
chronological order by respective Esper event processors. The
honeypot topic for instance, is consumed by all processors to
match IPs which accessed the honeypot against IPs involved
in Netflow, DNS and HTTP requests. Figure 4 shows the
respective VSOC work-flow for this scenario.

Fig. 4. Data sources write the information to a dedicated Kafka topic, from
where the data can be consumed at will by respective Esper jobs. In the
underlying use case, besides the respective data source, the honeypot data is
required for the computation of each single score.

An example of matching IP addresses from HTTP requests
with IP addresses from honeypot accesses with a correspond-
ing Esper query is shown below:

Esper Query 1. Be HPEvents a cached lookup table of
IPs which accessed the honeypot in the past. HPEvents is
maintained by the messages transiting through the honeypot
Kafka topic. HTTPEvents are HTTP requests incoming in a
pre-defined time frame.

select HTTPEvents.*, HPEvents.*
from HTTPEvents.win:time(1 min),

HPEvents.win:time(60 min)
where HTTPEvents.srcIP = HPEvents.ip or

HTTPEvents.dstIP = HPEvents.ip

In the query above (query 1) it can be seen that source
and destination IP addresses of HTTP requests from the past
minute are matched against IP addresses accessing the honey-
pot over the past hour. This type of query is the initial step in
the computations of the 𝐷𝑜𝑚𝑠𝑐𝑜𝑟𝑒, 𝐹𝑙𝑜𝑤𝑠𝑐𝑜𝑟𝑒 and 𝑊𝑒𝑏𝑠𝑐𝑜𝑟𝑒
values. The results of the score computations are stored in the
ElasticSearch environment to maintain user dashboards.

VI. CONCLUSION

We have designed, implemented and tested a virtualised
security operating center that is able to monitor a cloud infras-
tructure consisting of multiple tenants. Our idea is motivated
by state of the art data processing models and allows the
integration of various log source that are further processed by
a distributed streaming platform. This increases the flexibility
of our approach, allowing to have multiple consumers that
analyse data in order to find security violations. The latter can
be detected either by using customisable signatures that trigger
an alarm, or by using Apache Spark that allows to detect more
complex events based on machine learning techniques. The
orchestration of the various components is fully automated and
reduces the orchestration effort for the operator and tenant to a
minimum. We have tested the VSOC by implementing it as a



Proof-of-Concept into an OpenStack based cloud environment.
While the set up phase is supported by a graphical user
interface, a dedicated dashboard is provided to the security
operator and includes information about the current monitoring
activities.
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